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Agenda

 Background and statistics

 Prevention tips and warning signs

 What to do if identity theft happens to you



Legal Resources believes that education and 

constant vigilance are keys to preventing and 

managing the damages caused by identity 

theft.  

Our perspective



Identity theft is a crime in which 
someone wrongfully obtains personal 
and/or financial information and uses 
it to commit various types of fraud for 
economic or personal gain.

What is identity theft?



 Every 2 SECONDS someone becomes a victim of ID theft

 1 in 4 Americans ages 16 or older have been a target or a victim 
of identity theft

 $17 BILLION was stolen in 2017 by identity thieves

 Tax- or wage-related fraud was the most common form of 
reported identity theft, followed by credit card fraud, phone or 
utilities fraud, and bank fraud 

Startling Statistics



 Michigan is the state with the highest per capita rate of reported 
identity theft complaints, followed by Florida, Delaware, & 
California .

 New Account Fraud (32.7% of fraud) victims are 3x more likely to 
take a year or more to discover that their identities were misused 
compared to other types of fraud.

 Equifax admits 147.9 million Americans were exposed in the 2017 
breach- 5 million more than first reported.  Estimating that more 
than half of the US population with Social Security numbers are at 
high risk.

Startling Statistics



• W-2 Scams
• The W-2 form scam has emerged as one of the most dangerous 

phishing emails in the tax community. During the last two tax 
seasons, cybercriminals have tricked payroll personnel or people 
with access to payroll information into disclosing sensitive 
information for entire workforces.

• The scam affected all types of employers, from small and large 
businesses to public schools and universities, hospitals, tribal 
governments and charities. Incidents reported from victims and 
non-victims increased to 900 in 2017, compared to slightly over 100 
in 2016. There are additional tax scams popping up constantly as 
well, including those targeting tax preparers.



Recent Breaches of High Profile Companies
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The Identity Theft Resource Center (ITRC) recently announced its 2017 

Data Breach report and it's no surprise that breaches are up.

Last year there were 1,579 data breaches exposing nearly 179 million 

records.

That represents a 44% increase in the number of breaches and a 389% 
increase in records exposed
The IRTC report stated that the number of credit card numbers 
exposed in 2017 totaled 14.2 million, up 88% over 2016. In 
addition, nearly 158 million Social Security numbers were 
exposed in 2017, an increase of more than eight times the number 
in 2016.





Information about you:

 Name 

 Date of birth 

 Social security number 

 Address/Phone Number

 Driver's license

 Healthcare information

 Usernames and 
passwords

Information about your 
finances:

 Credit or debit card numbers 

 Bank accounts numbers

 Investment account numbers

 Bank account log-in 
information

Examples of Personal Information



 Synthetic

 Child

 Financial

 Medical

 Social Media

 Tax-related

 Criminal 

 Deceased

Types of Identity Theft



Synthetic Identity

Sample Identities Sample Synthetic Identity

Name: Clark Kent

DOB: 06/01/1983

SSN: xxx-xx-0001

Name: Gaylord Focker

DOB: 01/13/1972

SSN: xxx-xx-0002

Name: Clarice Starling

DOB: 10/9/1958

SSN: xxx-xx-0003



Child Identity Theft
Why are children targets?

 A child’s Social Security 
number likely to not be 
associated with an 
existing credit profile

 Theft has greater potential 
to go undetected for 
longer period of time

 Information can be easily 
accessible if perpetuated 
by family



 Accounts for about ONE-THIRD of all 
identity theft cases 

 Occurs when a thief obtains information 
about a victim with the intent of 
conducting fraudulent transactions

 Bad credit or financial status does NOT
exclude you as a target

Financial Identity Theft



Medical Identity Theft

When a thief uses your 
personal information (name, 
social security number, health 
insurance number, etc.) to:

 see a doctor
 get prescription drugs
 file claims with your 

insurance provider
 obtain medical 

equipment 
 or get other care

How can thieves get your medical 
& personal information?
 Data breaches

 This type of data is typically 
more valuable than credit 
card numbers ($1-$7) and 
can sometimes go for 
around $50 on the black 
market

 Friends & Family 
 Lost/stolen wallet, purse, etc.



• Submit a report about the theft to the Federal Trade 
Commission's website or call the FTC's toll-free hotline at 1-
877-IDTHEFT (438-4338).

• Consider placing a freeze or fraud alert on your credit reports.
• If you are the victim of medical ID theft, notify your insurer 

and medical providers, get copies of your medical files and ask 
to have them corrected. You can also consider filing a health-
privacy complaint with the U.S. Department of Health & 
Human Services online or call 1-800-368-1019.



 Social Media profile elements 
can be used to steal or 
misappropriate your identity.

 Often social media is used to 
scam, slander, stalk, etc. 

 Teens are most likely to ‘over-
share’ on social media.

 In 2017, Facebook admitted 
that up to 270 million accounts 
are fake.

Identity Theft Through Social Media 



 Occurs when someone uses your 
Social Security # to file a tax return 
claiming a fraudulent refund

 The IRS receives more than 1 million 
fraudulent returns each year

 In 2016, the IRS identified & confirmed 
31,578 fraudulent tax returns, 
preventing the issuance of $193.8 
million in fraudulent tax refunds

 HEADS UP! New scam involves a fake 
IRS tax notice that claims you owe 
money as a result of the Affordable 
Care Act

Tax-related Identity Theft



Red Flags (per IRS press release): 

 The CP2000 notices appear to be issued from an Austin, Texas, 
address;

 The letter says the issue is related to the Affordable Care 
Act and requests information regarding 2014 coverage;

 The payment voucher lists the letter number as 105C;

 Requests checks made out to I.R.S. and sent to the “Austin 
Processing Center” at a post office box. 

New Tax Scam

These fake notices, which resemble a legitimate CP2000, that you owe 
money for unpaid taxes related to the Affordable Care Act.



 Lost/Stolen mail, purse, or wallet

 Shoulder surfing

 Public Wi-Fi 

 Corporate Breaches

 Social Media

Where are you Vulnerable?

 Skimming

 Phishing 

 Ransomware



Skimming



Phishing



What is Ransomware?

It is the generic term for ANY MALICIOUS software 
demanding ransom be paid by the device’s user. 

A typical method of infection would be to open an 
unsolicited email attachment or click on a link claiming to 
come from your bank or a delivery company.



What is Ransomware?

Why would you pay?
A virus has compromised your computer or data.

 Encrypted your documents or locks your device

 THEN demands you pay a ransom to unlock them

 Ransom costs between $200 and $10,000 (FBI)



What does Ransomware look like?

It comes in many 
forms and can effect 

ANY DEVICE.

Ransomware grew 
6,000%

with almost $1 Billion 
paid to Scammers 

in 2016



Ransomware Prevention and 
Recovery Tips

1.Regularly back-up your files

2.Employ proactive anti-virus software

3.Use web and email filtering



 Unexplained  transactions

 Debt collectors call about debts you 
aren’t aware of

 Medical bills from services you did not 
receive

 Notification that your account 
information was compromised by a 
data breach

Account Freezing

Identifying Red Flags



 Contact one credit reporting agency to 
place a Fraud Alert and the other two will 
be notified

 Order free copies of your credit report 

 File reports with the Federal Trade 
Commission and the police

 Contact creditors and close accounts 
that have been compromised

 Keep accurate records

Steps to Take if you are a Victim



 Monitor your credit reports - www.annualcreditreport.com

 Review all your financial/medical statements

 Shred or lock up personal information at home

 Use a Password Manager for all of your accounts

 Make sure your cell phone is wiped clean before disposing of it

 Secure your social media sites

 Enroll in an Identity Protection Plan with Insurance

Tips to Protect Yourself



Federal Trade Commission (FTC)

http://www.consumer.ftc.gov/topics/privacy-identity



Victims:

• Close accounts that have been affected
• File a report with the Federal Trade Commission

IdentityTheft.gov or call 1-877-ID-THEFT (438-4338)
The FTC will provide you with a recovery plan

• File a police report
Keep a copy of the report to send to creditors

• Place a fraud alert on your credit reports and review them 
frequently

Equifax: 1-800-525-6285 | www.equifax.com
Experian: 1-888-397-3742 | www.experian.com
TransUnion: 1-800-680-7289 | www.transunion.com

• Change all account passwords



•A state right

•Minimal *fee $10 for each bureau
for VA residents (varies by state)

•May apply for credit using a PIN to 
lift the freeze temporarily

•Must notify each credit agency 
separately

•Creditors CANNOT view credit 
report

•A federal right for possible and 
actual victims

•FREE

•Lasts *90 days; renewable 

•Red flag for new creditors

•One credit agency must notify 
other two

•3 types (90 day, Extended, 
Active Duty Military)

•Creditors can view credit report

Extra Level 
of 

Protection

Fraud AlertCredit Freeze

* September 2018: Credit Freeze are FREE.  
Fraud Alerts will extend to 1 year.



• Phishing = Fraudulent Emails

• Pharming = Directed to fake websites

• Vishing = Telephone scams

• Smishing = Fraudulent text messages

What Should You Do?

 Review emails carefully; look at sender’s address and links; look for typos; don’t 
open attachments if in doubt.

 Don’t click on links and log in to accounts; go independently from your browser.

 Use encryption software to keep malware from seeing your keyboard.

 Look if a website uses https; s for security.

 Block robocalls with services like Nomorobo.com.

 Don’t respond to unrecognized text numbers.



• Donate to charities you know and trust with a proven track record with 
dealing with disasters.

• Be alert for charities that seem to have sprung up overnight in 
connection with current events. Check out the charity with the Better 
Business Bureau's (BBB) Wise Giving Alliance, Charity 
Navigator, Charity Watch, or GuideStar.

• Designate the disaster so you can ensure your funds are going to 
disaster relief, rather than a general fund.

• Never click on links or open attachments in e-mails unless you 
know who sent it. You could unknowingly install malware on your 
computer.

• Don’t assume that charity messages posted on social media are 
legitimate. Research the organization yourself.

• When texting to donate, confirm the number with the source before 
you donate. The charge will show up on your mobile phone bill, but 
donations are not immediate.

• Find out if the charity or fundraiser must be registered in your 
state by contacting the National Association of State Charity Officials. If 
they should be registered, but they're not, consider donating through 
another charity.



 Visit us at www.LegalResources.com

 Social Media:

To Learn More…

@legal_resources

legalresources



Don’t let imposters get too close…


